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Abstract

Purpose: This study aims to identify and analyze Industry 4.0 technologies in the field of predictive maintenance in defense
industries and examine the associated implementation challenges.

Methodology: This research is a systematic review based on PRISMA 2020 guidelines, which selected and analyzed 12 final
studies from an initial pool of 300 sources.

Findings: The Internet of Things (IoT) and Machine Learning (ML) were the most widely used technologies. The primary
challenges identified included data quality, cybersecurity, infrastructure limitations, and a shortage of specialized human
resources.

Originality/Value: By focusing on the security requitements of the defense industry, this study provides a practical
framework for the implementation of intelligent maintenance and can serve as a basis for strategic decision-making in this

field.
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Figure 2- Screening and selection process of studies based on the PRISMA 2020 guidelines.
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Figure 3 - Relative contribution of technologies in selected studies.
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Table A-1- Abbreviations and terms [43].

Condition Based Maintenance (CBM)

Corrective Maintenance (CM)

Cyber Physical System (CPS)

Digital Twin

Emergency Maintenance

Preferred Reporting Items for Systematic Reviews and Meta (PRISMA)
Preventive Maintenance (PM)

Reinforcement Learning (RL)

Reliability Centered Maintenance (RCM)

Risk Based Maintenance (RBM)
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